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EMBEDDED IDENTIFIERS 

FIELD OF THE INVENTION 

This present invention generally relates to embedding identifiers in manufactured 

5 items. 

SUMMARY OF THE INVENTION 

According to one embodiment, a manufactured item, includes an outer part 
10 including at least one outer material; and an identifier including at least one three- 
dimensional configuration corresponding to the identifier, the at least one three- 
dimensional configuration being embedded within the outer part. The three-dimensional 
configuration includes at least one of (1) a substantially empty cavity in the at least one 
outer material, and (2) at least one identifying material filling at least part of a cavity in 
15 the at least one outer material. Where at least one identifying material fills at least part of 
a cavity in the at least one outer material, the at least one outer material is substantially 
opaque to visible light. The item may be manufactured using one of the processes 
generally known as rapid prototyping, but other manufacturing processes may be used as 
well. 

20 

Another embodiment includes a method of making an item. This embodiment 
includes forming at least one portion of the item from one or more structural materials, 
and integrally with that forming step, enclosing within the one or more structural 
materials identifying information. The identifying information includes at least one 
25 three-dimensional configuration that corresponds to the identifying information. 

Other embodiments are described in the detailed description of the figures. 
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BMEF DESCMPTION OF THE FIGURES 

FIG. 1 A is an isometric view according to an embodiment of the invention. 

5 FIG. 1 B is an isometric view according to an embodiment of the invention. 

FIG. 2 is a flow chart depicting a method according to an embodiment of the 
invention. 

10 FIG. 3 is a flow chart depicting a method according to an embodiment of the 

invention. 

FIG. 4 is a flow chart depicting a method according to an embodiment of the 
invention. 

15 

FIG. 5 is a flow chart depicting a method according to an embodiment of the 
invention. 

FIG. 6 is a flow chart depicting a method according to an embodiment of the 
20 invention. 

DETAILED DESCRIPTION OF THE FIGURES 

FIG.IA shows one embodiment, an item 100 that includes an outer part 102 that 
25 itself includes at least one outer material 104, and an identifier 106 that includes at least 
one three-dimensional configuration 108 corresponding to the identifier 106. In FIG. lA, 
the exterior of item 100 is shown with edges of the item 100 obstructed fi'om view by the 
body of item 100, shown as broken lines. In addition, FIG. lA shows intemal features, 
the identifier 106 and three-dimensional configurations 108, outlined in broken lines. 
30 The oval broken outlines representing the identifiers 106 contain representative three- 
dimensional configuration or configurations 108. The three-dimensional configuration or 
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configurations 108 are embedded within the outer material or materials 104. The three- 
dimensional configuration or configurations 108 are either (1) a substantially empty 
cavity or cavities 110 in the outer material or materials 104, or (2) one or more 
identifying materials 112 that fill part or all of a cavity 114 in the outer material or 
5 materials 104, or both (1) and (2). 

The substantially empty cavities 110, the identifying material or materials 112, 
and the cavity 114 filled by one or more identifying materials 112 are indicated as the 
interiors of the three-dimensional configurations 108. In this embodiment, where one or 

10 more of the three-dimensional configuration or configurations 108 include an identifying 
material or materials 112, filling all or part of the outer material or materials 104, the 
outer material or materials 104 are substantially opaque to visible light The item 100 
may be constructed such that three-dimensional configuration 108 is partially or 
completely surrounded by one or more first outer materials 104, which one or more first 

15 outer materials 104 are themselves partially or completely surrounded by one or more 
second outer materials 104. In a preferred embodiment, the item is the product of 
fabrication process generally known as rapid prototyping, but the skilled artisan will 
recognize that the invention is not limited to that fabrication process. 

20 The identifier 106 may include a variety of types of information, such as 

information that identifies the item uniquely (e.g., a unique alphanumeric character 
sequence), information that identifies the item as a member of a set of similar items (e.g., 
an alphanumeric character sequence that identifies the item as a product made under 
license to a particular business entity, or as a product made any a particular 

25 manufacturer). The three-dimensional configuration or configurations 108 that 
correspond to the identifier 106 may be literal depictions of alphanumeric characters, or 
they may be shapes that correspond to the identifier 106 that are not ascertainable as such 
upon visual inspection. Those who wish to copy an item that represents this embodiment 
may not discern the significance or the meaning of the three-dimensional configuration or 

30 configurations 108 if those configurations 108 are detected in an item to be copied. As 
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such, the configurations 108 provide a means of detecting unauthorized copies of item 
embodiments. 

In an aspect of this embodiment, the configuration or configurations 108 are 
5 completely enclosed by the outer material or materials 104. In another aspect of this 
embodiment, the configuration or configurations 108 are directly accessible by physically 
separating the portion or portions 116 into at least two parts, e.g., by cutting the portion 
or portions 116 apart. In still another aspect of this embodiment, the configuration or 
configurations 108 are directly accessible only by physically separating the portion or 

10 portions 116 into at least two parts. In yet another aspect of this embodiment, the 
configuration or configurations 108 are directly accessible only by disassembling the 
item 100. FIG. IB, shows one portion 1 16 of item 100 after separation such that an outer 
surface (in FIG. IB, the upper surface) cuts across the three-dimensional configurations 
108 indicated in FIG. lA. This view is shown for convenience of exposition; portions 

15 116 may include but are not limited to portions with surfaces that cut across the three- 
dimensional configurations of the item 100. The surfaces of the three-dimensional 
configurations 108 that are not visible fi-om the vantage point of FIG. IB are shown by 
broken lines, and the substantially empty cavities 110, identifying material or materials 
112, and the cavity filled by the identifying material or materials 1 14 are indicated as the 

20 interiors of the three-dimensional configurations 108, visible at the upper surface of the 
portion 116. 

In another aspect of this embodiment, the configuration or configurations 108 are 
detectable without direct access. In this aspect, the configuration or configurations 108 

25 are detectable with a penetrating imaging tool. Such a penetrating imaging tool may 
include, for example, an x-ray imager, a magnetic resonance imager, or an acoustic 
imager. An acoustic penetrating imaging tool for detecting the configuration or 
configurations 108 may emit acoustic energy and detect an acoustic signature in response 
to the emitted acoustic energy. The three-dimensional configuration or configurations 

30 108, the identifying material or materials 112, and the way in which the identifying 
material or materials fill at least part of the three-dimensional configuration or 
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configurations 108 may be selected or designed to resonate, reflect, diffract, or otherwise 
respond to the exposure of electromagnetic ("EM") or acoustic energy in specific ways 
that correspond to the identifier or identifiers 106. Those skilled in the art will recognize 
that detection of the configurations 108 without direct access is not limited to the 
5 examples described here. 

The identifying material or materials 112 of this embodiment may include an 
identifying material 112 that emits identifying EM energy when irradiated with specified 
EM energy. For example, the included identifying material 112 may be a re-radiating 

10 antenna that emits particular identifying EM radiation (e.g., EM radiation of a specified 
frequency and/or duration, or encoded with specific information) when it is irradiated 
with particular EM radiation. Similarly, the identifying material or materials 112 may 
include security tags or radio-frequency identification devices ("RFIDs'') that respond 
with identifying EM radiation when irradiated with particular EM radiation. Re-radiating 

15 antennas, security tags, and RFIDs are well known in the art and are cited as exemplary 
identifying materials 112 for use in this embodiment of the invention. In still another 
aspect, the identifying material may have a non-RF type of emission. For example, the 
three-dimensional configuration or configurations 108 may be transmissive to a selected 
first optical wavelength, such as an infrared or ultraviolet wavelength. The identifying 

20 material or materials 112 may then be of a substance that emits a different wavelength in 
response. For example, the identifying material or materials 112 may be a phosphor, 
inorganic, or organic material that emit light of a detectable wavelength when illuminated 
with the first optical wavelength. The skilled artisan wall recognize that such the 
substantially empty cavity or cavities 110 and the identifying materials 112 and other 

25 similar identifying materials 112 may be used singly or in combination to complement 
each other to identify the item 100 or redundantly to provide more than one way to 
identify the item 100. 

Another embodiment according to the invention is a method of identifying the 
30 item described in connection with FIGS. 1 A and IB. The embodiment includes detecting 
the three-dimensional configuration or configurations 108 with a penetrating imaging 
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tool, the detecting resulting in an output (step 202), and reading the identifying 
information by interpreting the output (step 204). Step 204 may be performed by a 
person or mechanically, electronically, or computationally. In one example, the output 
may include a series of numbers or other identifying elements that, alone, may not 
5 provide usable information to a user. However, applying an algorithm to the sequence of 
elements may provide the desired information. For example, the sequence may have an 
internal correlation that validates the item 100, in much the same fashion as a key code 
on distributed software. 

10 FIG. 3 is a flow chart depicting another embodiment according to the invention, a 

method of making an item. This method includes forming at least one portion of the item 
from one or more structural materials (step 302), and integrally with that forming step, 
enclosing within the one or more structural materials identifying information (step 304). 
The identifying information includes at least one three-dimensional configuration that 

15 corresponds to the identifying information. The one or more three-dimensional 
configurations includes either (1) one or more voids defined by the structural material 
and substantially shaped as the one or more three-dimensional configurations that 
correspond to the identifying information or (2) one or more identifying materials 
substantially shaped as the one or more three-dimensional configurations in the structural 

20 material or materials, or both (1) and (2). Where one or more of the three-dimensional 
configurations include an identifying material, the structural material or materials are 
preferably substantially opaque to visible light. 

Tuming now to FIG. 4, a flow chart shows another embodiment of a method of 
25 making an item. The method includes forming one or more portions of the item from one 
or more structural materials (step 402) and, integrally with the forming the one or more 
portions, enclosing within the one or more structural materials a void substantially shaped 
as one or more three-dimensional configurations that correspond to identifying 
information that identifies the item (step 404). The void is defined by the structural 
30 material or materials. In one aspect of this embodiment, also shown in FIG. 4, integrally 
with forming the portion or portions of the item and with the enclosing the void within 
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the one or more structural materials, an identifying material or materials are enclosed 
with the void (step 406). In this aspect of the embodiment, the identifying material or 
materials are substantially shaped as the one or more three-dimensional configurations. 

5 FIG. 5 depicts in a flow chart another method of forming a computer-readable 

representation of an item including forming an outer surface computer-readable 
representation part including a representation of the outer surface of the item (step 502); 
forming an identifying surface computer-readable representation part of one or more 
closed three-dimensional identifying surfaces, the identifying surface or surfaces 
10 corresponding to identifying information that identifies the item, and the identifying 
surface or surfaces being contained within the outer surface (step 504); and associating 
the outer surface computer-readable representation part and the identifying surface 
computer-readable representation part (step 506). 

15 Another embodiment, a method of making an item, is represented by the flow 

chart of FIG. 6. This embodiment includes forming a computer-readable representation of 
the item (step 602). The computer-readable representation of the item includes a 
representation of at least one three-dimensional configuration that corresponds to 
identifying information that identifies the item. The method also includes producing the 

20 item using the computer-readable representation (step 604). The item so produced 
includes one or more structural materials and the three-dimensional configuration or 
configurations. The three-dimensional configuration or configurations include (a) a void 
within the structural material or materials, or (b) at least one identifying material 
substantially shaped as part or all of the three-dimensional configuration or 

25 configurations and enclosed within the structural material or materials, the structural 
material or materials enclosing the identifying material being substantially opaque to 
visible light, or both (a) and (b). 

One skilled in the art will recognize that the foregoing components (e.g., steps), 
30 devices, and objects in Figures lA, IB, 2, 3, 4, 5 and 6 and the discussion accompanying 
them are used as examples for the sake of conceptual clarity and that various 
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configuration modifications are common. Consequently, as used herein, the specific 
exemplars set forth in Figures lA, IB, 2, 3, 4, 5 and 6 and the accompanying discussion 
are intended to be representative of their more general classes. In general, use of any 
specific exemplar herein is also intended to be representative of its class, and the non- 
5 inclusion of such specific components (e.g., steps), devices, and objects herein should not 
be taken as indicating that limitation is desired. 

While particular embodiments have been shown and described, it will be obvious 
to those skilled in the art that, based upon the teaching herein, changes and modifications 
10 may be made without departing from the invention and its broader aspects and, therefore, 
the appended claims are to encompass within their scope all such changes and 
modifications as are within the true spirit and scope of this invention. Furthermore, it is 
to be understood that the invention is solely defined by the appended claims. 

1 5 Other embodiments are within the following claims. 
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